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Abstract: Recently, the mobile application market has been growing. Each year one

can observe many new programs for diversified mobile operating systems such

as Android or iOS. One of the most critical problems regarding mobile application

development is connected with testing. It was proven/proved that manual testing

is ineffective, and sometimes, it cannot guarantee satisfactory results. The crucial

aspects that have to be covered in such a procedure are screen resolutions, operating

systems, versions of OS, and hardware configuration. A conceptual approach to a semi-

-automatic mobile application testing framework can be proposed to solve these issues.
In this work, the Authors would like to describe precisely which image processing

methods can be used in such a solution. Both segmentation and template match-
ing methods for test reproduction on different devices were considered. The article

ends with a presentation and discussion of the results of the conducted experiments.

Keywords: image processing, mobile applications, testing framework, segmentation,
template matching, k-Means

1. Introduction

On the basis of the statistics shown in [1], in 2017, more than 1.5 billion mobile appli-
cations were registered in diversified mobile stores (such as Google Play or Apple
Store). Moreover, in 2019, users downloaded at least 204 billion applications into their
mobile phones. The statistics show that the mobile application market is still growing,
and the number of developed applications breaks the record every year.

One of the essential stages connected with mobile application development
is testing. Detecting errors, mistakes, or even backdoors is fundamental and has
to be done before an application is made available for end users. It has to be claimed
that the testing team should carefully check the backend part of an application (with
all developed solutions) and its visual mechanisms (especially the availability of dif-
ferent clickable elements). This task is crucial to properly develop mobile applications
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and prepare them for the final users. However, it is challenging to manually check how
an application deals with diversified parameters of mobile devices such as screen res-
olutions, operating system and its version, and hardware configuration (even though
there are some worked-out standards).

To deal with this problem, the authors of this paper would like to propose their
semi-automated mobile application testing framework. However, it has to be claimed
that there are no such solutions on the market. The main aim of the proposed pro-
gram is to record the test and then repeat it at different screen resolutions (in the part
connected with the visual side of the application). In this paper, the authors present
detailed descriptions connected with mechanisms responsible for image process-
ing. In the first stage (based on different image segmentation techniques, including
techniques based on machine learning), detailed information about controls avail-
able on the screen is obtained. In the second step, template matching techniques are
used to study whether the test can be run properly at different screen resolutions.
It will allow one to get accurate information on whether the application is presented
in the same manner in analysed environments (i.a., mobile phone, tablet, or iPad).

This work is organised as follows: in the first section, different approaches to mobile
testing applications and image processing methods are described. In the second one,
the proposed approach is described and shortly discussed. The third section is con-
nected with the results of the conducted experiments. Each of them is also described,
and the results are given. Finally, the conclusions and information about future work
are presented.

2. Known approaches

One can find multiple diversified approaches regarding image recognition or tem-
plate matching in the literature. These subjects were described in diversified works
and papers. On the other hand, the image segmentation process is also well-known
and was precisely described in the literature. One novelty that different researchers
have not yet profoundly analysed is using these algorithms for image testing purposes.
In this chapter of the following work, the analysis of the current state of the art is pre-
sented. To be precise, each particular algorithm is described in a separate subsection.
Three main parts of the literature review have been observed: algorithms connected
with segmentation, ideas regarding template matching, and recently published papers
describing automatic (or semi-automatic) ideas for mobile application testing.

2.1. Segmentation

In the literature, one can find different ideas connected with image segmenta-
tion. The main aim of this operation is to deal with separating foreground objects
from the image’s background. Segmentation has to be used in diversified ideas
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and algorithms. On the one side, it can be used in biometric algorithms (e.g., to extract
fingerprint area from the image), while it can also be helpful in object detection. In this
section, some approaches to image segmentation will be presented.

One of the fascinating approaches was presented in [2]. In this paper, the Authors
proposed a clustering-based segmentation algorithm. It consists of two main stages;
the first is pre-segmentation with mean-shift algorithm. Based on this operation,
the potential objects are marked. Then, the proper areas are selected in the second
step, which is done with the Hierarchical Clustering approach. The idea is fascinating
because it expands the idea of the k-Means-based segmentation [3] (k-Means is one
of the most well-known approaches to clustering).

A completely different idea was presented in [4]. In this case, the Authors used the
Firefly algorithm to precisely split the image into objects and background. As it was
mentioned in the paper, the basic version of the Firefly approach is not effective enough
in the case of multiple different objects visible in the image. It is connected with the fact
that it can be stopped on some specific local optima. The Authors provided special-
ised strategies; for instance, diversity enhancing strategy with the Cauchy mutation,
to escape the local optima and accelerate the convergence. As was shown in the paper,
the proposed approach can efficiently segment even multilevel images.

An intriguing algorithm was also proposed in [5]. The approach is based
on a typical idea connected with image binarization. The specific threshold is applied
to detect both object and background. Interestingly, such an approach is cho-
sen in case of an image corrupted by Gaussian noise. The results have shown that
it is possible to detect foreground and background in the image, even when some
noise is observable.

An artificial intelligence-based idea was proposed in [6]. In the paper, the Authors
stated that most of the recently used algorithms for segmentation are supervised.
It means that accurate information about masks, images, objects, and backgrounds
must be provided at the beginning of the algorithm learning. The Authors described
their unsupervised approach to the segmentation problem. The idea relies on the
fact that it can be possible to change colours or textures without changing the over-
all distribution of the dataset. Moreover, they used adversarial architecture; the
object-candidate mask is marked, and then the object is redrawn. The workshowed
that the proposed approach can guarantee satisfactory results, and its precision is
also acceptable.

One can also easily find diversified review approaches to recent ideas connected
with segmentation techniques. The most intriguing ones were described and pre-
sented in [7-9].

2.2. Template matching

Template matching is one of the approaches to the fundamental image processing
problem, namely locating the region of interest [10]. It is a technique for finding small
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parts of a source image which match a template image. Template matching methods
can be classified into two basic categories: template-based approach and feature-based
approach [11]. Both categories of methods have advantages and disadvantages.

In the template-based approach, also known as the area-based approach,
we operate directly on pixel values. The template image is moved over the source
image to enable the calculation of a specific numerical measure of similarity to the
patch overlaid. Template matching techniques like normalized cross-correlation, cross-
-correlation, and the sum of squared differences are applied here [12]. Template-based
methods are relatively easy to implement and work very well, even in cases where
numerous and substantial image features cannot be determined in the template image.
However, their drawbacks include low robustness to scaling and rotation of the tem-
plate or source images. More effective algorithms have been proposed to overcome
these difficulties [13]. These have come at the cost of increasing source image pattern
finding complexity.

The feature-based approach involves extracting from images their features, such
as fixed shapes, colours, and textures, and then matching the corresponding features
on the template image and the source image. The detected features represent specific
semantic structures in the image.They can be divided into corner features, blob fea-
tures, line/edge and morphological region features, but the most popular and useful
features are the so-called interest points or keypoints. Besides the mentioned hand-
crafted features, the most intensively currently developed branch is learning-based
feature detectors. In this area, neural networks and deep learning models are used
with success. In the feature-based template matching approach, in addition to fea-
ture detection, we distinguish the stages of creating feature descriptors and matching
corresponding keypoints and descriptors from template and source images. A very
valuable and detailed overview of the current state of the art in feature-based image
matching can be found in [14]. Most of the issues presented in this work also apply to
feature-based template matching. For instance, the feature-based approach handles
scaling, rotation, brightness changes, or blurring of images relatively well. However,
it may perform worse when images have a small number of features, or different frag-
ments (objects) have the same features.

2.3. Other testing approaches

Diversified approaches to testing applications and algorithms are also observable
in the literature. However, most of them are connected with manual procedures.
Moreover, only a small amount of recently published works is related to testing
in an automated manner (sometimes these papers present even only conceptual ideas
instead of implemented algorithms). Therefore, the authors of this work briefly describe
selected approaches to mobile application testing in this subsection.

The first paper [15] provides an engaging analysis of the challenges and tools
for mobile application testing. The Authors present a comparison between diversified
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testing types. For instance, they mention security tests, performance tests, and func-
tional tests. It means that the researchers only analyse high-level testing. In the paper,
one cannot read any information connected with unit testing or other code test-
ing procedures. Moreover, the Authors compare different tools for mobile appli-
cation testing. For instance, Appium, Selendroid, or Monkeyrunner are indicated.
This work is fascinating and presents broad knowledge connected with mobile appli-
cation testing.

A different perspective on mobile application testing was presented in the paper [16].
The Authors analysed diversified tools connected with software engineering.
For instance, bug and error reporting tools were mentioned. In this case, the work
is interesting; however, it mainly applies traditional tools & software engineering
approaches to mobile application development. The most interesting part of the work
is comparing diversified tools for application testing. Furthermore, it shows which
programs can be directly used for testing mobile applications.

One can also find approaches to testing specific parameters connected with mobile
applications. For instance, safety testing with penetration procedures was described
in [17], while performance testing was shown in the paper [18].

It also has to be claimed that mobile application testing is mainly carried out with
emulators. It means that the mobile application is run with computer resources, not
on the smartphone. This way is much easier and more efficient because smartphones
mostly have lower quality components (CPU or RAM) than stationary computers
or laptops. However, in the literature one can also observe an interesting approach [19]
where the whole testing procedure was carried out on a smartphone with its resources.
The Authors claimed that their idea provided efficient and accurate results even with
low-budget smartphones. However, the main question is connected with how the tests
were performed. It is unclear how the tests written for traditional (or web) application
testing were converted to be run with a microcontroller placed in the smartphone.
It has to be claimed that microcontrollers used in mobile devices (as ARM) have dif-
ferent architectures than those used in stationary computers or laptops.

The literature reports a general lack of automated testing adoption among mobile
developers in the industry, especially regarding graphical interfaces. Some related
aspects are presented in [20], where important players in the mobile application mar-
ket share their experiences in this field, trying to automate this process to the great-
est possible extent.

3. Proposed approach

This chapter, will present the general concept of the mobile application testing system
and information about segmentation and template matching. Some arguments about
why these two operations were used and what benefits they can guarantee in the case
of the proposed framework will be mentioned. Moreover, while working under these
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steps, there have been benefits from the previous experiences connected with image
processing and testing [21, 22].

3.1. The main idea of the system

The proposed framework has to deal with diversified parameters connected
with mobile applications and devices. These attributes are screen resolution, oper-
ating system and its version and hardware configuration. A visual approach to this
problem is proposed. The system will consist of three main stages. Each of them
is presented in Fig. V.1.

Test recording Test playback
o T L
1 |
| | Segmentation Store : Analysis of the image Analysis
: of focused || information about [—1{ or detection of previously —>| of the operations
: elements performed actions | | focused elements done on each element
I |

Test validation

FIGURE V.1. Block scheme of the proposed approach

In the first step, we would like to record the test. It means that the user has to move
the application forward manually. His every action will cause some specific proce-
dures to be done. Each focused element will be segmented — we will save information
about the position, what kind of control was pointed, and what action was done on this
object. Moreover, the proposed framework will store information about the transition
between different application screens. It will allow one to precisely store what kind of
actions were taken and what transitions were made.

In the second stage, the scenario on different mobile devices will be reproduced
(as stated before, it is related to different parameters). The stored scenario will be
passed step-by-step. It means that we will analyse whether previously segmented ele-
ments are available in the image (it will be done with template matching operation).
If a proper object is found, one can move on to take proper action on it (for instance,
click and enter the text). In this stage, as an input, a current application screenshot
and the scenario recorded in the previous stage will be used.

The final step of the system is test validation. All steps are carefully examined to see
if they were followed. It means that the first situation in which an element was not
found in the image ends the test with failure. In the other case, if all tests are passed,
one can claim that the test was finished successfully.

The sample scenario was presented in Fig. V.2., pointing out what elements were
clicked and what kind of transitions were made. The scenario in the application used
is not saved, as presented in Fig. V.2. Additional files in which information about
focused elements and related actions are saved are used.
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FIGURE V.2. Sample scenario of testing an application - booking.com. Each segmented ele-
ment is marked with a red square. After clicking on the selected element, the arrow will show
the result

3.2. Segmentation

Segmentation plays an essential role in the proposed approach. It is connected
with the fact that by this operation one can check which control the user acted
(for instance, click, data input or value change). The information gained in this stage
is also helpful in the further step, namely template matching. Moreover, it has to be
claimed that the result of this stage is a file in which all extracted elements are shown
with additional information about their position in the image (expressed in the form
of percentage - it can be useful in the case of different screen resolutions). During
experiments, diversified approaches connected with segmentation (for instance, those
described in section 2.1). However, due to the complexity of different applications
(multiple different controls and styles) it was impossible to prepare one simple algo-
rithm for each of them.

In order to deal with this problem, the image’s complexity is measured. First,
it is done on the basics of simple statistical methods such as variance and standard
deviation. Then the proper method is selected to split the image. If the variance is low,
one uses an approach based on the thresholding technique, although when the statisti-
cal value is high, then Machine Learning-based approach is run (based on the k-Means
clustering algorithm). The results obtained with these methods are presented in Fig. V.3
and Fig. V.4 respectively.
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FIGURE V.3. Simple segmentation operations - original sample (a) and processed image (b)

a) b)

FIGURE V.4. Segmentation with k-Means - original image (a) and processed sample (b)
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3.3. Template matching

The specifics of the application of template matching methods mean that one is not
interested in robustness to rotation; only robustness to image scaling is essential.
When playing the test scenario, one may have to deal with an image at a different res-
olution than the one from which the template was cut (the image will not be rotated).
Furthermore, the elements (template images) to be searched for may vary in complex-
ity, with more or less detail, from simple single-colour geometric figures to graphi-
cally complex images. Given these requirements, it was decided to use an ensemble
model consisting of a template-based algorithm and a feature-based algorithm, which
independently perform the matching, and the results generated by them are passed
to the input of the voting module that produces the final answer (see Fig. V.5).

TemplateBased

Template Matcher Answer whether
Scree+nshot /’ \ Voting module Screenshot
i (machine learning) contains
Template |mage\ OrbFeature /r Template image

Template Matcher

FIGURE V.5. Scheme of the template matching algorithm used in the proposed framework

The template-based algorithm calculates the normalised correlation coefficient [23]
between the template image and the tested screenshot fragment. The highest coeffi-
cient value obtained is returned as the evaluation result. The feature-based algorithm
is derived from the modified ORB algorithm [24]. The voting module, on the other
hand, is the random forest classifier [25].

4. Experiments

In this section, the authors briefly describe the conducted experiments. This section
is divided into the one in which segmentation is described and the other for template
matching.

4.1. Segmentation

While working under the segmentation process, the Authors tested multiple different
approaches. Beginning from classical ones such as watershed algorithm [26] and those
more complex as described in section 2.1. The first idea connected with the segmen-
tation was to work out one specialized algorithm for all possible images. In the first
iteration, the Authors tried to use histogram-based approaches. The method used
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a global histogram for images with low complexity, while local histograms were
analysed for those with huge complexity. However, in the further process it was
observed that the method is inefficient and the results are not satisfactory. To deal
with this problem, the Authors moved to Machine Learning-based algorithms as seg-
mentation with k-Means. However, it was observed that it can guarantee efficient
and satisfactory results in the case of complex images, but in the case of simple ones,
it is not efficient enough. For this aim, the Authors prepared a simple algorithm
based on image processing methods for low-complexity images. Its block diagram
is presented in Fig. V.6.

Image Conversion Blur Sobel edge
Acquisition to grayscale filtering detection
Otsu
binarization

FIGURE V.6. Block diagram of the algorithm for low complexity images

It also has to be claimed that the approach proposed in this paper, based on sta-
tistical measures (by which images are classified as being either of low or high com-
plexity), guaranteed the best, most precise results.

4.2. Template matching

Numerous experiments have confirmed that the OrbFeature Template Matcher algo-
rithm (module) performs better with more complex templates, while the TemplateBased
Template Matcher algorithm is better with simpler ones. The combination algorithms’
advantages and the power of machine learning resulted in very high performance for
all types of template images. The classification accuracy at the current stage of devel-
opment, depending on the mobile application tested, was 85% and higher.

FIGURE V.7. Examples of elements (template images) which are better handled by the feature-
-based algorithm (left) and which are better handled by the template-based algorithm (right)
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5. Conclusions and future work

Mobile games and applications are one of the most popular solutions nowadays. Their
vast popularity is connected with the fact that one can use them in his mobile device
without any additional modules. Only a simple smartphone is needed to run these
applications.

However, one of the most important problems connected with mobile applications
is how they can be tested. Some procedures described in the literature were worked out;
however, they include only manual testing without specialised automatic approaches.
Due to that, the Authors proposed their idea regarding semi-automatic mobile appli-
cation testing. Such an approach allows one to precisely test mobile applications from
the visual side (even with different screen resolutions, operating systems, their ver-
sions, and hardware configuration). Furthermore, the most critical stages of image
processing, namely segmentation and template matching, were described in this paper.

All algorithms were implemented using Python and OpenCV framework in a real
development environment. The results have shown that both used segmentation and
template matching algorithms are efficient enough and can guarantee precise results
in object extraction and comparison.

The authors’ current work is to prepare the implementation of the whole system.
Moreover, some specialised artificial intelligence-based algorithms that can be used
directly in the system are still being created. In the nearest future, the authors would
also like to share all sample databases. Unfortunately, right now, there are no such
bases available on the Internet.
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Metody przetwarzania obrazéw we framework’u do potautomatycznego testowa-
nia aplikacji mobilnych

Streszczenie: W ostatnim czasie rynek aplikacji mobilnych ro$nie w site. Kazdego

roku powstaje ogromna liczba nowych programoéw na rézne mobilne systemy ope-
racyjne, takie jak Android czy iOS. Jednym z najwazniejszych probleméw zwigza-
nych z tworzeniem aplikacji mobilnych jest testowanie. Okazuje sie, Ze testowanie

manualne nie jest wystarczajaco efektywne i czasami nie gwarantuje zadowalajacych

rezultatéw. Kluczowe aspekty, ktére musza by¢ uwzglednione w takiej procedurze

to: rozne rozdzielczosci ekranéw, rézne systemy operacyjne, wersje OS oraz konfi-
guracja sprzetu. Aby rozwigza¢ te problemy proponujemy koncepcyjne podejscie do

potautomatycznego testowania aplikacji mobilnych. W pracy dokladnie opisujemy,
jakie metody przetwarzania obrazu moga by¢ wykorzystane w takim rozwigzaniu.
Rozwazamy metody segmentacji i dopasowywania szablonéw i ich uzycie w repro-
dukcji testéw na réznych urzadzeniach. Wyniki przeprowadzonych eksperymen-
tow oraz wnioski sg roéwniez przedstawione i przedyskutowane.

Stowa kluczowe: przetwarzanie obrazow, aplikacje mobilne, framework testowy,
segmentacja, dopasowywanie szablonéw, k-Means





